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Trends - what are we seeing in 2023?

Voice notes

What’s missing = empathy /  More conduct than contact

Filming 
fights

Fake school 
profiles

Coercing self-harm 
and sexual abuse

Fake student profiles 
(to bully others)

Fake emails 
circulating calendar 

invites for fights

I’ll kill you or your 
family if you don’t…

Financial extortion of 
teenage boys

Copying parent 
behaviours
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parentsafe.lgfl.net

safefiltering.lgfl.net

onlinesafetyaudit.lgfl.net

safeskillsinfo.lgfl.net

undressed.lgfl.net
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securityaudit.lgfl.net

elevate.lgfl.net
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As a teacher, my daily life is a whirlwind of lessons, assignments, and the never-ending quest to maintain order in a
classroom full of enthusiastic teenagers. The last thing I need is another distraction, especially one that feels as foreign
and daunting as the concept of cybersecurity.

You see, I'm a teacher who knows next to nothing about the intricacies of keeping digital data safe, but I do understand
one thing: it's important. Every time I open my school email, I'm met with an array of messages concerning
cybersecurity. Words like "firewall," "phishing," and "encryption" dance across my screen, and I can't help but feel
overwhelmed.

I used to think my days were busy enough with lesson plans, grading papers, and keeping up with the latest teaching
trends. But now, with the looming threat of cyberattacks, it's as if a whole new dimension of responsibility has been
thrust upon me. It's like teaching algebra to a room full of English literature students who just can't grasp the basics.

The IT department sends out these emails with urgency and technical jargon that's beyond my comprehension. They
tell me to create complex, unique passwords, avoid suspicious links, and never share sensitive information. But it's
easier said than done. My brain is already overloaded with calculus, Shakespearean sonnets, and endless meetings.
How can I be expected to navigate the maze of cybersecurity, too?

Sometimes, I wonder if our school is really a target. Why would anyone want to hack into a school's database anyway?
Is my maths lesson plan that valuable? My gut tells me it's unlikely, but the constant reminders and alarms about
potential threats make me second-guess everything.

I often find myself lost in a sea of checkboxes, security updates, and two-factor authentication requests. The IT
department, though well-intentioned, doesn't seem to grasp how time-consuming and bewildering all of this is for a
non-techie like me. My classroom might as well be a medieval castle, and the digital world is an impenetrable fortress
guarded by a dragon I have no idea how to slay.

So, here I am, juggling my teaching duties, my need to adapt to the latest education technology, and the ever-present
cybersecurity paranoia. I feel like I'm on a hamster wheel, racing to keep up with a world I barely understand.
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Picture this: a typical day at my bustling school, kids running around, teachers working tirelessly, and my desk
piled high with reports, meeting agendas, and a never-ending list of tasks. Amidst all this, one thing always
manages to slip through the cracks: cybersecurity.

I can't be the only one who feels this way, can I? The term 'cybersecurity' alone is enough to send shivers down
my spine. And the moment an email with a subject like 'URGENT: Cybersecurity Threat Alert!' lands in my inbox,
my heart races, and I can't help but wonder how many more hours in the day I need to tackle this new menace.
Actually, that’s not true. Normally I don’t even spot it, or if I do, I shrug and move on or maybe hit forward to the
technician who is coming in next Thursday for 2 hours to reboot the PCs which have stopped working.

As headteacher, I understand the importance of cybersecurity. I recognize that protecting our school's sensitive
information and the privacy of our students and staff is paramount. But when I read emails full of terms like
'firewalls,' 'phishing attacks,' and 'vulnerability assessments,' it's as though I'm deciphering an alien language. It's
a new battlefield where I'm armed only with a dictionary and a prayer.

I can't tell you how many times I've wished for a crash course in cybersecurity, or better yet, a superhero sidekick
to handle these matters. But unfortunately, I'm here alone in my office, struggling to comprehend the
complexities of it all.

With the relentless demands of a headteacher, I often find myself in a state of perpetual overwhelm. Just as one
crisis gets resolved, another email notification pops up, announcing a new cybersecurity threat or the need to
update our defences. It's like a game of 'whack-a-mole,' and I'm the one holding the mallet, attempting to fend
off an unseen adversary that I neither understand nor recognise when they are staring me in the face.
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So what are 
the answers?
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